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HP Kerberos Server v3.1 Release Notes
Announcement
Announcement
HP Kerberos Server v3.1, product number T1417AA is based on the client-server
architecture. It ensures secure communication in a networked environment by leveraging
individual trust relationships. It then brokers this trust across enterprise-wide distributed
client-server networks.

NOTE Kerberos Server Version 3.1 is an enhanced version of Kerberos Server Version
3.0. It has been released on the HP-UX 11i v2 operating system and can be
configured with LDAP as the backend database.

The communication between client and server is secured using the Kerberos protocol. HP
Kerberos Server allows entities to authenticate themselves, without having to transmit their
passwords in clear text form, over the network.

You can obtain HP Kerberos Server v3.1 from the HP Software Depot at
http://www.software.hp.com.

HP Kerberos Server v 3.1 cannot be ordered from HP by the individual product number.
Chapter 14



What’s in This Version
The following new features are included in Kerberos Server Version 3.1:

• Kerberos Server Version 3.1 is now available on HP-UX 11iv2 September 2004 release
(which is on both IPF and PA-RISC platforms).
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HP Kerberos Server v3.1 Release Notes
What’s in This Version
NOTE If you have installed Kerberos Server Version 3.1 on your HP-UX 11i v2
IPF system, you do not need to install the current version (this release).

• Support for storing Kerberos principal data in an LDAP Directory Server. Only supported
with Netscape Directory server 6.0 (J4258CA), and later releases.

• A context sensitive online help system is available with the Kerberos Server
administrative tools kadminl_ui and kadmin_ui.
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Kerberos Server Version 3.1 Benefits and Features
The Kerberos Server is primarily a centralized network authentication system providing
security solutions to geographically dispersed organizations. Listed below are some of the key
features in Kerberos Server v3.1.

• Strong Authentication

Using the Kerberos Server, you can be assured that users, who logon to your network are
who they claim to be, to access the services, databases and applications on your
client-server network.

Strong authentication is the backbone of the Kerberos Server. With geographically
dispersed organizations and resources disbursed across multiple platforms the need for
users to access multiple secure systems in a secure manner is greater than ever, as
organizations grow. HP Kerberos Server v3.1, provides the unique ability to broker
authentication between one secure system and another. The server provides the base for
strong authentication.

In order to use the Kerberos Server network, each user and service, referred to as a
principal, in the network must prove its identity, referred to as authentication. This
means that each principal must be able to, on demand, provide authentication
information that only the principal should be aware of. Proper protection of this
authentication information is a critical aspect of enabling the best security that can be
provided.

• Scalability

One of the primary benefits of the Kerberos Server is that it is highly customizable and
offers the following advantages:

— Multiple secondary security servers that enable load balancing with automatic
incremental propagation, without any performance degradation.

This feature is disabled if

NOTE you opt for LDAP as the backend database.

— Realms that can be organized according to types of users or services

• Multithreading

Services the user requests in the Key Distribution Center. This enhances the performance
of the Kerberos Server.
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• High Availability

This mechanism has been provided in this version of the Kerberos Server, by having the
parent process always monitor the server daemon. If the server daemon dies or crashes,
the parent process will automatically spawn a new server daemon.

• Dynamic Propagation

Automatically propagates incremental changes from the Primary server to the associated
Secondary servers, thus synchronizing both the Primary and the Secondary servers.

NOTE Propagation is disabled if you select LDAP as your backend database.
Check with your LDAP administrator, for more information about
propagation of information on the LDAP Server.

• 3DES Encryption

Provides 3DES encryption type for secret key technology. 3DES is a much stronger
encryption type than the 56 bit DES encryption algorithm. You can configure your server
to be either DES or 3DES.

NOTE DES, is still used as the default encryption key type, for backward
compatibility.

• Windows 2000 interoperability

Enables cross realm authentication with Windows 2000 servers, to allow you to work in a
mixed platform environment.

• Pre-threaded Concurrent Server

A pool of threads is available to simultaneously service multiple client requests in the key
distribution center, for enhanced system performance.

• C-Tree database

You can configure your Kerberos Server with a C-Tree database as the backend database.
This database uses B+ Tree algorithm.

• LDAP database

You can, optionally, configure your Kerberos Server with LDAP as the backend database.
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Kerberos Server Version 3.1 Benefits and Features
By integrating the Kerberos principals with the corresponding users in the LDAP
directory, you store data for mechanisms, such as UNIX and Kerberos in a common
repository. Also, you can secure user credentials by mandating users to use LDAP
credentials.

Kerberos server v3.1 is compatible with Netscape Directory server version 6.0 (J4258CA)
and later releases.

• HP Kerberos Administrator

The HP Kerberos Administrator is a GUI that you can use to administer the principal
database.

Use the Administrator to:

— Create and associate a principal with an LDAP DN

— Delete principals

NOTE When a Kerberos principal is deleted only the associated Kerberos
attributes are deleted. The LDAP object is not deleted. The system
administrator must manually delete this LDAP object.

— Alter principal account settings

— Assign administrative permissions

— Modify the default group principals

— Extract principals to service key table files

— Reset password of principals

Following are the different versions of the Administrator:

— kadminl_ui - local administrator

— kadmin_ui - remote administrator

This mechanism has been provided in this version of the Kerberos Server, by having the
parent process always monitor the server daemon. If the server daemon dies or crashes,
the parent process will automatically spawn a new server daemon.

The local administrator, kadminl_ui, is available only on the primary server.

The remote administrator, kadmin_ui, can be installed on secondary security servers and
clients to permit remote administration of the principal database.

Location
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Kerberos Server Version 3.1 Benefits and Features
Local Administrator on the primary security server:

/opt/krb5/admin/kadminl_ui

Remote Administrator on secondary security servers and clients:

/opt/krb5/bin/kadmin_ui

NOTE You must add the first administrative principal using the Local
Administrator, kadminl or kadminl_ui, located on the primary server
before you can use the Remote Administrator, kadmin or kadmin_ui from a
secondary server or client.

You do not need to log in to the Local Administrator. Any user with root access to the
primary security server can run the Local Administrator.

To log in to the Remote Administrator, you must use a principal account that has an entry
in the admin_acl_file. For complete access to all the functions, use an unrestricted
administrative principal account, one with * permissions in the admin_acl_file. At a
minimum, this account must have inquire privileges.

For more information on Kerberos Server Version 3.1 features and functionality, refer to
the Kerberos Server Version 3.1 Administrator’s Guide (T1417-90009).

Migrating from Previous Kerberos Server Versions to Kerberos
Server v3.1

If you want to use the Kerberos server with LDAP as the backend database, migrate your
existing Kerberos server to Kerberos server v3.0.

Use the krb_2_ldap utility to migrate information of the previous version of the Kerberos
server to the LDAP database. The krb_2_ldap utility performs the following tasks, while
migrating information:

• Converts each entry of the version 2.0 or 3.0 dumpfile to ldif file entry. The new entries
are dumped into an LDIF file.

• Logs any log messages or errors and displays it in stdout format.

Complete the following steps to migrate from Kerberos server v3.0 to v3.1:

Step 1. Dump the database on the v3.0 server.

On the Kerberos server v3.0, dump the database with the default dump version.
The dump file must contain the default header, “kdb5_util load_dump version
5.0”.
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HP Kerberos Server v3.1 Release Notes
Kerberos Server Version 3.1 Benefits and Features
# kdb_dump -f /opt/krb5/dumpfilev3.1

Step 2. Use the krb_2_ldap utility to create the LDIF file.

# krb_2_ldap -d <dump filename> -l <ldif filename>

Step 3. You must manually edit the LDIF file.

Uncomment the first two lines of the LDIF file. Replace the DN name and the
changetype, if necessary.

Step 4. Load the LDIF file using the following command:

/opt/ldapux/bin/ldapmodify -d “cn=amathew” -w eso! -h <hostname>
-p <port number> -f <ldif filename>

On successful completion, the following message is displayed:

Load Successful

To migrate from the Kerberos Server Version 2.0 database to Version 3.0, dump the Version
2.0 database using the kdb_dump utility, and load this dump file into the Version 3.0 database
using the kdb_load utility.

NOTE The Kerberos database formats of Version 1.0 and Version 2.0 are not
compatible with each other. However, the Kerberos database formats of Version
2.0, Version 3.0 and Version 3.1 are compatible with each other.

Refer to the Kerberos Server Version 3.1 Administrator’s Guide (T1417-90009) for more
information on migration.
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Known Problems and Workarounds

• Problem

If the attribute, hpKrbPrincipal, is not indexed, the performance of the Kerberos server
may degrade.

Workaround

Index the LDAP database with the Principal names.

• Problem

If the connection to the LDAP server is terminated the Kerberos server may fail to
respond to client requests.

Workaround

Restart the Kerberos server.
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Compatibility Information and Installation Requirements

Installation Requirements

Before you install the server, it is recommended that you:

• Ensure that you have the HP-UX 11i v2 operating system installed on your system. You
can check the version of the HP-UX operating system by using the uname -r command.

• Ensure that the Kerberos Server is installed on a system that is physically secure and has
restricted access to it. If necessary, ascertain that the system, on which you install the
Kerberos Server, is kept under lock and key.

• Disable all the network services, such as ftp, telnet, rlogin, finger, to restrict access
to the machine. You can do this, by modifying the /etc/inetd.conf file to deactivate
non-kerberized services. You must restart the inetd daemon after you make these
changes.

• Ensure that the file system is protected with proper permissions in order to restrict the
non-root users from accessing and manipulating the Kerberos Server maintained files,
such as cache files and stash files.

• Ensure that the /opt/krb5/krb5_ldap.conf file is protected with proper permissions in
order to restrict the non-root users from accessing and manipulating this file.

Software Requirements

Before installing the Kerberos server product, ensure that the software listed below has been
installed on your system:

• HP-UX 11i v2 Operating System - see HP-UX 11i Version 2 Installation and Update
Guide (5187-2725).

• LDAP-UX Client (J4269AA), if you have opted to configure your Kerberos server with
LDAP as the backend. See Installing and Administering LDAP-UX Client services
(B.03.10) for more information.

Refer to the related documentation section, if you need more information about any of the
products. If you cannot find the software or information you need to contact your HP
representative or log on to our website, http://www.software.hp.com.
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Hardware Requirements

• HP Integrity workstations or servers

Disk Space Required To Install

This product requires 12 Mbytes of disk space.

Install With System Up or Down

Install this product with the system up. The system does not need to be rebooted after the
product has been installed.

Installing The Kerberos Server

T1417AA contains two software products, namely

• KRB5-Server - Kerberos Server daemons Version 3.1

• KRB5-Srv-Admin - Kerberos Server administrative utilities Version 3.1

If you want to configure your system for remote administration, install only the
KRB5-Srv-Admin product from the T1417AA bundle. To install the Kerberos server, follow
these steps:

Step 1. Insert the software media disk in the appropriate drive

Step 2. Type: swinstall

See the swinstall (1m) manpage for more information on this command

Step 3. Select the appropriate path of the depot in the Specify Source window and Click
OK.

Step 4. Highlight T1417AA in the Software Selection dialog box.

Step 5. Select Mark For Install from the Actions menu to install all filesets in the
bundle.

Step 6. When you have marked the product components you want to install, select ‘Install
(analysis)’ from the ‘Actions’ menu.

Step 7. When you have successfully completed the analysis, click OK from the Analysis
dialog box to load the Kerberos Server filesets.
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The swinstall utility loads the filesets. Estimated installation time is five
minutes.

If the installation is not successful, an error message is displayed. The cause of the
failure will appear at the end of the /var/adm/sw/swagent.log file.

NOTE The Software Distributor is documented in Managing HP-UX Software with
SD-UX.
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Software Availability in Native Languages
There is no information in non-English languages for this version of Kerberos server v3.1.
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